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Modernisation of the IT occupations in the age of 4.0

BIBB has been investigating whether the four dual IT occupations, which
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Training in the IT occupations

The four dual IT occupations (cf. Table 1) met with consid-
erable demand from trade and industry when they were
introduced in 1997. This popularity has been retained
down to the present day. Over the past few years, the num-
ber of newly concluded training contracts has been around
15,000 annually and has most recently risen to 16,000.
Since the launch of the IT occupations, around 250,000
skilled IT staff have been trained for work at manufacturing
and applications companies offering products and services
in the field of information and communication technolo-
gy. The IT occupations were a reaction to the boom of the
1980s, which was brought about by the standardisation of
hardware and software and allowed new, cost-effective
and individually deployable information and communica-
tions technology (ICT) to penetrate all sectors of trade and
industry. The flexible structure of the IT training occupa-

cupations. This article presents selected outcomes of the investigation and

uses this to arrive at conclusions with regard to a possible rearrangement

tions resulting from these lines of development was able to
meet the differing requirements of IT manufacturers and
applications companies (cf. Table 1).

The training occupation of information technology special-
ist, which offers two specialisms, has increasingly become
a sought-after core brand within the IT occupations in
recent years. The numbers of trainees entering this occu-
pation more than compensate for the tendency towards a
decline in the other three occupations. Between 2015 and
2016, the figures for newly concluded training contracts
for the occupation of information technology specialist in-
creased once more by 1,000 to reach a level of over 12,000
(cf. Figure 1).

The development of the Internet of things will continue to
drive demand for IT qualifications in all branches. “15 per
cent of private sector companies have recruited new staff
with digital competences over the last year, and 15 per cent
plan to do so by the end of 2018. Moreover the ICT branch
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stands out with its high requirement for skilled workers,
amounting to 31 and 43 per cent respectively at these two
periods.” (BMWi 2016, p. 14). Nevertheless, many compa-
nies fear that the shortage of skilled workers is a particular
factor which could hinder the progress of digitalisation (cf.
BMWi 2016, p. 69).

Estimations on the development of the labour market as-
sume that the need for skilled workers, which is growing
anyway, will increase by up to 3.15 per cent more per year
by 2030 because of the so-called fourth industrial revolu-
tion (Industry 4.0) than it would without this new produc-
tion structure. Within this process, “37 per cent of the ad-
ditional demand for IT occupations will take place outside
the IT branch in the manufacturing sector” (cf. HALL et al.
2016, p. 6 and pp. 18ff.).

The rising number of interlinked sensors and actuators in
production, software-intensive embedded systems and the
digitalisation of whole business processes will continue to
heighten requirements in terms of reliability of networks,
real-time processing, data security and processing large
quantities of data. Although the resultant topics such as
software development, cloud computing and big data and
the huge issue of IT security are not fundamentally new,
but universal and complex application scenarios are lead-
ing to new demands being placed on skilled IT workers.

These requirements relate to personal and social compe-
tences as well as to the technical area. Skilled IT workers
are working in interdisciplinary teams on an increasingly
frequent basis, or at least need to deal with contents which
are not originally of an information technology nature.
They also often work at interfaces and have to communi-
cate with different target groups. “Core cross-cutting skills”
such as “willingness to learn, the ability to work as part of
a team, flexibility, problem analysis and problem solving
abilities and management and project management com-
petences” will become more significant in future, both for
skilled IT workers and for skilled workers in general (cf.
AICHHOLZER 2016).

In light of the developments described, the question posed
for vocational education and training is the extent to which
the existing IT occupations, even given their flexible and
therefore adaptable structure, will be able to cover cur-
rent and future requirements made of skilled IT workers in
quantitative and qualitative terms.

BIBB evaluation study

For this reason, the aims of the evaluation concluded by
BIBB in 2016 were to identify current and foreseeable re-
quirements for skilled IT staff and to draw up proposals for
the future shaping of the IT occupations. The investigation,
which was carried out on behalf of the Bundesministerium
fiir Wirtschaft und Energie [Federal Ministry for Economic
Affairs and Energy] with the support of an advisory council,
followed a three-stage design. This comprised an explora-
tory phase and phases involving qualitative and quantita-
tive surveys respectively (cf. CONEIN/ScHWARZ 2015).
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The results presented in this article relate firstly to a total
of 54 semi-structured guided expert interviews. Trainees,
training managers, human resources managers and man-
agement staff from ten selected companies were inter-
viewed for this purpose alongside three branch experts,
three teachers and three representatives from chambers
of commerce and industry. Secondly, the representation is
based on the results of the quantitative phase, in particular
the online survey. A total of 6,101 cases that were capable
of evaluation emerged from this survey and are distributed
across five target groups (cf. Table 2, p. 11).

The skilled IT workers interviewed work in all branches.
About one third are employed in the economic sector of in-
formation and communications, whilst the rest are distrib-
uted across virtually all other economic sectors, including
eleven per cent from manufacturing industry followed by
smaller proportions from public administration, other ser-
vices and financial and insurance services.

The main focus below is on the results of the BIBB eval-
uation study, which relate to the urgent need for change
in current IT training. These results refer to conceivable
amendments to the design of occupational elements and to
certain training contents (for further results cf. SCHWARZ
etal. 2017).
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Delineation of occupational profiles

Questions about the occupational significance of profes-
sional competences in 18 selected requirements areas make
it clear that the various occupational profiles demand very
different professional competence in some cases whilst ex-
hibiting high degrees of similarity in this regard in other
areas. The two specialisms contained within the occupa-
tion of information technology specialist (applications de-
velopment and systems integration) are clearly delineated
from one another and are objects of separate demand (cf.
Figure 2). The areas of software development and databas-
es, for example, play an essential role for information tech-
nology specialists in applications development. Informa-
tion technology specialists in systems integration mainly
require competences in the fields of network engineering,
system administration, operating systems and IT security.
In overall terms, the profiles have proved their worth. If
anything, the indications emerging from the surveys sug-
gest that these profiles should be more strongly separated.
Whereas 44.4 per cent of respondents were in favour of re-
taining the specialisms, as many as 37.8 per cent thought
that division into autonomous occupations should take
place.
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There are content overlaps between the occupations of in-
formation technology and telecommunications system
electronics technician and information technology special-
ist in systems integration, particularly in the thematic fields
of network engineering, hardware knowledge, installation
and service. The only area in which there is a significant
delineation in requirements is the field of electrical engi-
neering/electronics, a more major domain for information
technology and telecommunications system electronics
technicians. 54.2 per cent of information technology and
telecommunications system electronics technicians thought
that the two occupations should be combined, whereas only
22.0 per cent of the information technology specialists in
systems integration surveyed were of the same view.

There are very large overlaps between the two commercial
training profiles of information and telecommunications
system support specialist and information technology
officer. The only significant variance between the occu-
pations relates to preparation of offers and contracts and
technical marketing, where there is a difference of approx-
imately 0.4 points (cf. Figure 2).

Need for change in training contents

Satisfaction with current training content was high in over-
all terms. More than half of all respondents answered in the
negative when asked about missing contents (cf. Figure 3).
If missing contents are stated, these primarily relate to top-

ics that play a role in connection with Industry 4.0, such
as virtualisation, mobile computing, mobile devices, cloud
computing or big data. In this regard, there are only mar-
ginal differences across all occupations and between the
individual branches.

Regardless of target group, branch or company size, the
highest degree of significance is accorded to the topic of IT
security: There are topics which are not yet well represented
on the market generally. These include the topic of IT securi-
ty. Very good experts are already in place, but the quality of
training is not keeping up. (member of management staff)
With regard to the topics of Industry 4.0 and the Internet
of things, the interview partners mainly indicate that pro-
fessional competences and technical knowledge require
ongoing situationally-related updating in the face of the
increasing complexity and individualisation of production
processes.

Yes, [requirements have] changed, particularly in the area of
agile software development, (...) the versatility involved has
now become higher and broader. There is also the emergence
of Industry 4.0 (...) Before we learned to programme in one
programming language. Now programming is also learned in
a situationally-related way. This means that I programme to
suit the device, i.e. I may use either a traditional program-
ming language such as C or web programming languages like
PHP. Then there is also AJAX or Frameworx, which consists
of many frameworx that need to fit. So the level of diversity is
now greater. (branch expert)
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Personal competences

Respondents certainly attach a high degree of relevance
to selected personal competences required for the work of
skilled IT workers. On average, these receive higher rele-
vance values than the technical competences.

Particular popularity is given to the competence of will-
ingness to learn, which is evaluated as the most important
competence in relation to almost all occupations. This
finding is also supported by the results of the qualitative
interviews, in which human resources managers and man-
agement staff accord great significance to the continuing
training of skilled IT workers and also expect employees
to pursue corresponding activities in this regard. Con-
scientiousness, autonomy and results orientation are also
considered to be relevant to all occupations. In the case of
the two specialisms of the occupation of information tech-
nology specialist, particular relevance is also ascribed to
the competences of being able to adopt a systematic and
methodological approach and to problem solving skills.
Communication skills and customer/user orientation are
emphasised in respect of the two commercially-aligned oc-
cupations. Conflict resolution and decision-making skills
tend to be viewed as less relevant across all occupations,
and eloquence comes in last.

None of these results are surprising in any way and further
support the call for personal and social competences to be
imparted, including and particularly within the informa-
tion technology occupations.

Recommendations

IT occupations are both sectoral occupations for the ICT
manufacturers and providers and cross-sectoral occupa-
tions which are used by the users and customers of ICT
solutions. They are also interface occupations which com-
bine information and communication technology with
production technology and business management. The
increasing digitalisation of all economic sectors will bring
about a strong growth in the number of networked and in-
teracting systems and will therefore further increase the
complexity of these interface functions. Skilled IT workers
primarily work in a project-related way within an envi-
ronment in which requirements change. The view of the
experts surveyed is that personal and social competences
will become even more important in future alongside pro-
fessional competences.

The available results suggest that the IT occupations should

undergo revision in respect of contents and structure:

e The following recommendations may be made with
regard to the design of the occupations. The two com-
mercially-aligned IT occupations of IT system support
specialist and officer should be merged due to the fact
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that they exhibit very strong overlaps. The two special-
isms within the occupation of information technology
specialist should be dissolved into separate occupations,
because there is a clear difference between their profiles
and demand continues to be very large in overall terms.

* Two thirds of skilled IT workers are employed in branch-
es outside the ICT sector, including in the manufactur-
ing industry. With regard to the topic of Industry 4.0,
consideration should be accorded to establishing con-
tent such as production management, virtualisation and
embedded systems more firmly into the training areas
of applications development and system administration.

* The topic of IT security (data security, availability, data
integrity and data protection including legal aspects)
should be significantly strengthened. This should take
place via a fundamental cross-occupational understand-
ing of issues relating to IT security and secondly via occu-
pationally specific contents (e. g. risk analysis, protection
of hardware and networks/infrastructure, encryption,
rights, legal requirements, certification, training).

¢ Personal competences should be accorded comprehen-
sive consideration within the training contents.

* In order to take account of the increasing complexity,
heterogeneity and speed of change of the requirements,
differentiations in the form of elective qualifications
should be introduced (for more information on the pos-
sibilities of elective qualifications cf. also ScHWARZ et al.
2015, pp. 67ff.).

These and other proposals are currently being debated by
stakeholders involved on both the employer and employee
side with a view to rearrangement.
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